CornacoBano YTeepxaar

OOGuwm cobpaHHeM TPYI0BOrO
komnexktusa MbY JIO CIII Ne 8
[potokgd@ Ne 1/of 28.01.2025
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MOJIEJIb ¥YITPO3 U MOAEJIb HAPYUIUTEJISI BE3OINACHOCTH
HMH®OPMAIIUH B MBY 10 CIII N 8

OBUIEE IMMOJIOXKEHUE

1.1. Hacrosmas Mojesib Yrpo3 ©0e30macHOCTH NEPCOHAIBHBIX AaHHBIX
(nanee - Mozenp) COACPKUT CHCTEMATH3NPOBAHHbIH IepedeHb YIpo3 0e301acHOCTH
MePCOHANBHBIX JAHHBIX IPH MX 00paborke B HHPOPMALMOHHON CHCTeMe
nepcoHanbHbix HaHHBIX (manee - MCII[H) MyHuumnaisHoro OOKETHOro
YUPEKAEHHS JOTIOMHUTEILHOrO 00pasoBanus «CnopTHBHAS IIKOIA ONUMIHICKOIO
pezepsa Ne 8» ropona Kuposa (nanee - Opranusanus). YKa3aHHBIE YTPO3bI MOTYT
HCXOMMTh OT HCTOYHHKOB, HMEIOLMX AaHTPOIIOT€HHBIH, TEXHOT€HHBIH B CTUXMHHbIH
XapakTep U Bo3zeHcTBylonmx Ha ys3BuMocTd MCIT/IH, XapakTepHbie /715 JIaHHOH
UCT1]In, peanu3sys TeM CaMbIM YTPO3bl HH(POPMALIHOHHOM 0€30MacHOCTH.

1.2. B Moaenu naercs ooobennoe onucanue UCI1/1n, cocras, kareropuu
U mpeanonaraemeiii 06beM 0OpabaThiBaeMbIX MepCOHANbHbIX AAaHHBIX (Hanee -
[1/11) ¢ nocneayromiei knaccupuxanuein MCITIn.

1.3. Mojiennb ONMMCHIBAeT TMOTEHLHAIBHOIO HapyluuTens 0e30MacHOCTH
T1JIH ¥ NOAXOAb! 10 ONpeIeeHHIO aKTYAIBHOCTH YIPO3 C Y4YETOM BO3MOXKHOCTEH
HapymmTens u ocodenHoctelt konkpeTnoi MCTT/IH.

1.4. Hacrosiuuuii JOKYMEHT COCTaBjIEH B COOTBETCTBHM CO ClIeIYIOIIHMHU
JNEeHCTBYIOIIMMH ~ HOPMATHBHO-METOJIMYCCKMMH  JIOKYMEHTaMH 10 3alIHTe
MepCOHANbHbIX J@HHBIX:

- @enepanbublii 3ak0H ot 27 urons 2006 roaa Ne 149-@3 «O06 undopmarmn,
HH(OPMALMOHHBIX TEXHOJIOTHAX W O 3alHTe HHOPMAIIMK»;

- MepepanbHblii 3akoH oT 27 uroinst 2006 rona Ne 152-03 «O nepcoHanbHbIX
TaHHBIX»;

- ®enepanbHelii 3aKkoH 0T 7 Mast 2013 1. Ne99-®3 "O BHeceHHH W3MEHEHHH
B OTJIeJIbHBIE 3aKoHozarenbHbie akThl Poccuiickoin Mejaepanyid B CBA3KM C
npunatueM (eaepansHoro 3akona "O parndukanuu Konsenunu Cosera EBponsl.
O 3amnTe QU3HYECKUX JIHIL TPH aBTOMATU3UPOBaHHOH 00paboTke nepcoHaibHBIX
naHHeIX" U GenepanbHoro 3akoHa "O nepcoHanbHbIX JAHHBIX",

- IToctanosnenue IlpaButensctBa Poccuiickoit @enepanuu or 01 HosAOps
2012 roma Ne 1119 «O6 yrtBepxkaeHur TpebOOBaHMI K 3alIUTE NEPCOHAIBHBIX
JaHHBIX TNpH HX o00pabdoTke B MHGMOPMANHMOHHBIX CHCTEMaxX MEePCOHANLHBIX



JAHHBIX»;

- IlepeyeHp Mep, HanpaBJeHHBIX Ha o00ccricyeHHWe BBITIONHEHUS
obs3aHHOCTEl, npeaycMoTpeHHBIX DesiepanbHbIM 3akoHOM 'O NepCOHATBHBIX
AaHHBIX" ¥ IPHHATHIMH B COOTBETCTBUH C HUM HOPMAaTHBHBIMH ITPABOBBLIMH aKTaMH,
onepaTopaMH, SBISIOMHMHCA OCYJApCTBEHHBIMH  HJIH  MYHHIHMIAIbHBIMH
opraHamH, yTBEPKJAEHHBIH noctanoineHneMm IlpaButenpctBa Poccuiickoii
Menepaunn ot 21 mapta 2012 r. N 211;

- Yxa3 [1pesujenta Poccuiickoii ®@epepannu ot 17 mapra 2008 roga Ne 351
«O Mepax To obecneyennio WH(oOpMauHoHHOH OezomacHocTH Poccuiickoi
deiepaly PH UCTIONB30BAHHH HHOOPMAIIMOHHO-TE/ICKOMMY HUKALMOHHBIX CETeH
MeK/IyHapOAHOro HHHOPMAHOHHOIO OOMEHay;

- Ilopsaok mpoBeneHHs KiacCHpHKALMH HHOOPMALMOHHBIX CHCTEM
NepCOHANbHBIX AaHHbIX, yTBepkaeHHbli npukazom @CTIK Pocenn, PCh Poceun
u Mununpopmcesizu Poccun ot 13 despans 2008 roga Ne 55.86.20
(3aperncrpuposad Mumioctom Poccnn 3 anpens 2008 rozia, peructpainoHHbin Ne
11462);

- TTonokenue o pa3paboTKe, NPOU3BOACTBE, PEANHM3AIIMH W IKCILUTyaTallHH
mwndpoBatbHBIX  (KpuUnTorpadH4eckux) CpeacTB  3aumThl  MH(OPMaINH
(ITonosxenne ITK3- 2003), yrepikacunoe npukazoM ®Cb Poccuu ot 9 despans
2005 roga Ne 66 (3apermctpupoBaH Munroctom Poceuwn 3 mapra 2005 roaa,
perucTpaiimonHblii Ne 6382);

-  TumoBele TpeboBaHHs MO  OpraHu3auMu U obecrneyeHHro
(YHKIIHOHHPOBAHKA wKHdpoBaIbHBIX (xpunrorpaguyecKux) CPEACTB,
MpelHAa3sHAYCHHBIX JUIsS 3aATBl MH(pOpMaUWK, HE COAeprKkallell CBeJSHHH,
COCTABIISIOIIMX T[OCYJAAPCTBEHHYIO TaiiHy, B Cllyyae HX HCIONb30BaHUs JUIA
obecrieyeHns 6e€30NMacHOCTH TEPCOHANBHBIX JI@HHBIX NpH HX oOpaboTke B
HHGOPMAIIMOHHBIX CHCTEMax MepcoHanbubix nanHeiX (PCH Poccun, Ne 149/6/6-
622, 2008);

-  Mertoauyeckue peKOMeHJauud N0 OOeCrneyeHu0 ¢ NOMOIUIBIO
KPUIITOCPENCTB OE30MacHOCTH IIePCOHANbHBIX JAHHBIX TpH HX 00paboTke B
WH(OPMAIIHOHHBIX CHCTEMaX [1€PCOHANBHBIX NaHHBIX ¢ MCIIOJIB30BAHHEM CPEelCTB
apromartuzauuu (PCB Poccun, Ne 149/5-144, 2008);

- MeTomKa onpeneneHus aKTyaJlbHBIX Yrpo3 6€30nacHOCTH MePCOHATBHBIX
NaHHBIX NP X 00padoTke, B HHYOPMALIMOHHBIX CHCTEMAX MEPCOHANIbHBIX JIAHHBIX
(yrBepxkaena 14 despans 2008r. samectutenem aupextopa ®CTIK Poccun);

- BazoBas Mozens yrpo3 0e30macHOCTH NEPCOHANBHBIX JAHHBIX IPH MX
obpaboTke, B HHOOPMAIIHOHHBIX CHCTEMAxX NEPCOHAIBHBIX JAAHHBIX (YTBEpKACHA
15 despans 2008r. 3amecturenem aupekropa ®CTOK Poccun);

- CocraB W colep)KaHHE OPraHM3allMOHHBIX M TEXHHYECKHX Mep M0
obecriedenuio 0e30MaCHOCTH TEPCOHANBHBIX J@HHBIX TIpH HX obpaboTke B
WHPOPMALIMOHHBIX CHCTEMaX MEePCOHANBHBIX NAHHBIX, YTBEPHKIACHHOE TPHKa30M
mupektopa ®CTIK Poccun ot 18 (espans 2013 rona Ne 21;

- TpebGoBanws o0 3amMTe HMHPOPMAIMH, HE  COCTABISIOLIEH
rocyAapCTBEHHYIO TaliHy, COACPKallciics B rocy1apcTBEHHBIX HH(POPMAaUMOHHBIX
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CuCTeMax, yTeepikaeHHble npukazoM OCTOK Poccun or 11 ¢eppans 2013 rona
Nel2

2. TEPMHWHBI ¥ ONIPEJIEJIEHUS

2.1. B nacrosimem IMonoxenau IPUMEHAIOTCS ClIeYIOIUE TEPMMHEL 1
ornpeJe/IeHHS:

- APM - aBTOMaTH3HpOBaHHOE paGoyce MeCTO;

- UP - unpopmanmonnsiit pecype;

- UCIT]11 - uadopmanmonsas cucrema NEPCOHANBHBIX TaHHbIX;

- K3 - xoutponupyemas 30ua;

- IT/1n - mepconanbible nauuble;

- I1O - nporpammioe obecnevennue;

- IITC - nporpamMHo-TexHWYeCKHE CpeacTna;

- [ISMHH - no6ounsie anexrpoMaruuTHbie M3TYYE€HHMS H HABOJIKH;

- C3HU - cpeacTsa 3ammThl mH(OpMALHK;

- CK3H - cpenctsa kpuntorpaudeckoit 3aiuts: HH(pOopMaLHH;

- OCb - MenepanbHas cnyxbda GezonacHocTy;

- ®CO - Denepanbuas cnyxda OXpaHsi;

- OCT3K - denepansHas cayx6a no TEXHHYECKOMY W IKCTIEPTHOMY KOHTPOJIIO

3s XapakTepHeruka odbekTa nudopmaTHzauuu

3.1. B Opranusaumnu cyuecTsyor caenyronme Tunsl UCIIa:

I. UCI1[In Benenus Gyxraitepckoro yuera, YNpaBIEHHS MEPCOHAIOM,
pacyera 3apaboTHoli naatel Opraausaigiu.

2. UCT1/1n nepenayn uHdopMauum, B ToM YHCIIe IT/IH, B nensx ucronneHus
DenepanbHBIX 3aKOHOB.

3.2. CocraB UCI1/IH u obpaGarbiBaeMbiX B HHX MEPCOHANBHBIX JaHHBIX
npusejieH B Ipunoxenun Nel k Hactosmemy JIOKYMEHTY

B xauecTBe o0bexTa nnpopMaTH3ammu NPEATPUATHS BLICTYTIAIOT:
1. ABTOHOMHbIC aBTOMATH3UPOBaHHBIE paboune MecTa (APM).

2. JlokanbHBIE BHIYHCIIMTCIBHBIE CETH.

B 33aBHCHMOCTH OT XapaKTepHCTHK H OCOBEHHOCTEH OTIELHEIX 00BEKTOB
YacThb BBITHCIIATEILHBIX CPEACTB AAHHBIX MPEATPUATHI MOAKTFOYCHA K CETSIM CBSI3H
o01ero noNk30BaHMUs.

3.3. BBoa mepcoHambHBIX HaHHBIX OCYILECTBISECTCS KaK ¢ OyMakHBIX
HOCHTeleH (HanpuMep, 10KYMEHTOB, YAOCTOBEPAIOMINX IMYHOCTH cyOnekTa I1) 1),
TaK | € 3JIeKTPOHHBIX HOCHTeNeH nHOPMALIHH.

3.4. UCIl/lu mpeanonaraior Kak pacnpeneneHiyo (Ha APM), tak wu
LCHTpaNM30BaHHyi0 (Ha BbUAENEHHBIX (aiiioBhIX cepBepax cetH) obOpaboTky u
xpanenue IT]IH.

3.5. TlepconanbHEle naHHBIE CYOBHEKTOB ITJa MoryT BeIBOOMTHCS W3
HCT1/IH ¢ uenbio nepegauu nepcoHanbHbIX AaHHBIX coTpyannukoB OpraHusanuu,
KaK B3JICKTPOHHOM, TaK ¥ B OyMaKHOM BHJIe.
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3.7. Koutponupyemoit 3oH0# (K3) UCI1/In sBastoTCa 31aHUs ¥ OTACIbHBIC
noMemeHus. B Tpeenax KOHTPOJMPYEMOH 30HBI HaXxoasTcs padouue MecTa
noJB30BaTeNeli ¥ MecTa XpaHeHHs apXMBHBIX KOMHH JaHHBIX, CEPBEPBI CHCTEMDI,
ceTeBoe U TeJleKOMMYHHKalnoHHoe obopyaosarne UCIT/IH. Bae koHTponHpyeMoi
30HBI HaxonaTcs NUHHH nepeaavu JNaHHbIX H
TEEKOMMYHHUKAIMORHOE 000py/I0BaHKe, MCTIONb3yeMOe Ul HH(OPMALHOHHOIO
0OMeHa Mo CeTSIM CBS3M OOIIEro NoXb30BaHMA M (VM) CETAM MEXIyHapOJHOro
uH(pOpMalHOHHOro oOMeHa.

4. CocTaB, KATeropuH ¥ 00beM NEPCOHAILHBIX AAHHDbIX, ONpeaesienne ypoBH:
3AHIIEHHOCTH NePCOHAJIBHBIX IAHHBIX

4.1. Ha ocHOBe XapakTepHcTHK H ocobenHocTel nenonbsyembix MCI/IH 1
06pabaTeiBaeMbIX B HHX NCPCOHANBHLIX AAHHBIX, MOKHO KOHCTAaTHPOBATb, HTO
mepconanbHble aanHble cyobektoB I1[lH, obpabatbiBarorcs B Opraauzauuu
un(OpPMAIMOHHOH CHCTEMOH, 06pabaThiBatoLei OOICIOCTY IHbIE NEPCOHATEHBIC
JaHHble, a TAK/Ke CHCTeMO#H, oOpabarbiBarollell MHbIe KATeropuH MepcoHallbHbIX
nanHbX. CrienManbHbIe KaTeropvH MEePCOHANbHBIX JAHHBIX M OHOMETpHUECKHE
nepconanbHeie nannbie B UCT1/l Opranusaunu He oGpabaThiBaioTes.

4.2. Ins MCITJIH OpraHusaumu akTyaldbHbl yrpo3bl 2 THIIA - YIpoO3bl,
CBS3aHHBIE C  HANMYMEM  HEJOKYMEHTHPOBAaHHBIX  (HeleKIapupOBaHHBIX)
BO3MOKHOCTEH B TPUKIAAHOM MPOrPaMMHOM oOecredeHuH, HCIOoJb3yeMOM B
undopmanronnoii  cucteme.  CornacHo  MOANYHKTY «6» mynkra 11
«TpeGopanuii K 3ammrTe MEPCOHAIBHBIX JIAHHBIX TIpH HX obpaboTke B
HH()OPMALHOHHBIX CUCTEMaxX MEPCOHANbHBIX AAHHBIX» IS HCT1/1n Opraau3zauuu
Tpebyercs 00ecneunTs 3-mii ypoBeHb 3alHIIEHHOCTH EPCOHANLHEIX IaHHbIX TIPH
ux 06paboTKe B HH(OPMAIIMOHHOH CHCTEME.

5. Cnoco6bl HapylIeHHs XapAKTePHCTHK 0€30NMacHOCTH NEePCOHAILHEIX
AAHHBIX

5.1. Mcxonss M3 TepeuHsl MEepPCOHANBHBIX JIaHHBIX, 0OpabaThiBacMbiX B
UCITJIH, cymecTBYIOT —Ccrlejylolue Crnocodbl HapyleHWs —XapaKTepUCTHK
oesonacHocTu [1/1n:

- XWINEHHE [EePCOHANBHBIX JaHHBIX COTPYAHMKAMH  NPEANPHATHA
JUTSL HCTIONIb30BAHUS B KOPbICTHBIX LIE/ISIX]

- nepemada (hMHAHCOBOHM, AaJPECHOI, JOPHOMYECKOH M mpoyer
undopmannu o cydonexte [1/H TpeTbUM JiHIaM;

- HECAHKIIHOHMPOBAHHOE MyOIMYHOE pa3rialleHHe NepCOHANBHLIX TaHHbIX,
CTABIIMX W3BECTHBEIMH COTPYAHHKAM NpPEANpUATHA;

- HeCAaHKIMOHMPOBaHHOE  MNOJyYeHHE  MEepPCOHANbHBIX  JAaHHBIX
TPETHLUMH JIHLIAMH;

- yHWYTOXKeHHe  (PUHAHCOBOM, aJpecHOH, IOPHAMYECKOH U
npoueii uadopmanuu o cyosexre [1/1H;

- MomudmKauus (GUHAHCOBOH, aaPECHOH, OPHAMIECKOH H poyei
undopmarmu o cyonvekre T1/1H;

- GuokupoBaHWe (UHAHCOBOH, AaJAPeCcHOH, MOPHAHUECKOH U npoyei



undopmanuu o cyosexre [1/11;
- BBON HEKOPPEeKTHOW (PHHAHCOBOH, aapeCHOM, JOPHAHYECKOH H
npoueit uadopmanuu o cyonexre [T1H;
- nepenaya HEKOPPEKTHOH (PHHAHCOBOH, aJpecHOii, FOPHIMYECcKOH 1 IpoyeH
undopmauu o cyobexre [11H;
- MCKaXeHHe apXuBHOii nHdopMaiuu no cybvekty I1]1H;
- VHHYTOKEHHE apXHBHOI HH(pOPMalH 1o CyOBeKTy [Tnn.
6. Yrpo3sl 0e30NaCHOCTH NEPCOHAIbHBIX [AAHHBLIX, NPH HX obpaboTke
B HHPOPMALHOHHBIX CHCTEMAX NEePCOHAIBLHBIX TaHNbIX
6.1. Tlog yrposamu 06e30nacHOCTH [EPCOHAIBHBIX [AHHBIX IIpH  HX
oopaborke B MCIIJ[H moHHMaeTCs COBOKYIHOCTD yciioBHH ¥ (DaKTOPOB,
CO3JAIONIAX TMOTEHIHMAIBLHYIO MM pEeIbHO  CYUIECTBYIOUIYIO  ONACHOCTD,
CBS3aHHYIO C YTe4ykKoH wuHpopMaiiu Hu (viiH) HECAHKUHOHWPOBAaHHBIMH H
(wM)Henpe/iHaMEPEeHHBIMH  BO3ICHCTBHAMM Ha Hee. Takum oOpazom, yrpossl
Gesonacnoctu [1/ln npu ux obpadorke B MCIIH MoryT OBIThH CBA3aHBI KaK C
HerpeaHaMepeHHbLIMA JCHCTBHAMH Nepconala UCI1JIH, Tak ¥ €O CreuualbHO
OCYILIECTBISEMEIMH HETPaBOMEPHLIMH JISHCTBHAMU OTACIBHBIX opraHuzauui H
rpakiiaH, a TakyKe HHBIMH HCTOYHMKaMH yrpos. Hempasomepnbie JENCTBUSL MOTYT
HCXOJMTE TaKke H OT COTPY/HHMKOB MpEANpusitd B Cliydae, KOrla OHH
paccMaTpUBAIOTCS B KAYECTBE NOTEHIHAILHOTO HApY LITHTEA 6ezonacHocty I1/14.
6.2. B nemax (oOpMHpOBaHHS CHCTEMAaTH3MPOBAHHOIO TIEpe4HA YIpos3
6esonacroctd [11a npu ux obpaborke B MCIIIn u paspaborke Ha MX OCHOBE
YACTHBIX ([eTATH3UPOBAHHBIX) MOJEJEH NMPHMEHMTENPHO K KOHKDCTHOMY BHAY
UCII/In, yrpo3sl ©0e30macHOCTH TNEPCOHANbHBIM NAHHBIM B UCIT/IH MOXHO
KIacCHHIMPOBATh B COOTBETCTBUM CO CHENYIOUIMMH NpH3HAKaMH:
- 110 BU/IaM BO3MOJKHBIX HCTOYHHKOB YI'PO3;
- no tuny MCI1/lH, Ha KOTOpbie HANpaB/ieHa peanu3atis yrpos;
- mo BHIYy  HapyllaeMoro  cBoiicTBa  MH(OpMalMH (ButY
HeCcaHKIMOHMPOBAHHBIX NIEHCTBHH OCY LIECTBIACMBIX C I1/In);
- 1o cnocofaM peanusaluy yrpos;
- TI0 HCTIOJIB3YEMOM YSA3BUMOCTH;
- 110 00BEKTY BO3ACHCTBHA,
Jlns UCT1/1n cymIecTByOT ClefyIOMIHe KAacchl yrpo3 0e30macHoCTH Is.
6.3. TTo BWgaM BO3MOXKHBIX MCTOYHHKOB yrpo3  0e30macHOCTH
NepCoHaNbHbIX JIAHHBIX:
- yrpo3bl, CBsS3aHHBIE C NpeAHAMEPEHHBIMH HIM  HENPEAHAMCPCHHBIMH
neitcreusmu v, umeloumma noctyn k MP UCILIH, Bruoydad NoJIb30BaTeeH,
peaNmn3yomme yrpo3pl HeIOCPEeICTBEHHO B HUCTT/H;
- YIpO3Bl, CBsI3aHHbIE C NPeIHAMEPEHHBIMH WJIM HETIpeIHaMEPEHHBIMH NeHCTBUAMHA
aui, He umerouwmx gocryna k UCIT/IH, peanusytomue yrpossl 3 BHELIHHX ceTei
CBS3M 06IIero nosip3oBanus W (MaH) ceTell MekKlyHapoaHOro HHOOpMallHOHHOIO
oOMeHa;
- yTpo3bl, BO3HHKHOBEHHE KOTOPHIX HANpPAMYIO 3aBUCHT OT CBOWCTB TEXHHKH,
ucnosibzyemoit 8 UCIT/n;



6

- YTpO3bl, CBA3aHHbIE CO CTUXHHHbLIMHU TIPHPOAHBIMH SBACHHUAMH.
Kpome otoro, yrpossl Mmoryr BosHukaTh B pe3ynbTaTe BHEApEeHHMs
alnapaTHbIX 3aK13/10K H BPEJIOHOCHBIX TIPOTPAMM.

6.4. ITo Tumy UCI1/In, Ha koTOpBIe HampaBieHa yrposa

Mo ctpykrype MCII/la, Ha KoTophle HampapJieHa Yyrpo3a, HeoOX0JUMO
paccMaTpuBaTh CAeAyFOlHe KIacChl YIpos:

- YIpo3bl  0e301macHOCTH HaHHbIX,  oOpabareiBaemeix B MCIT)[H Ha
0ase aBTOMATH3HPOBAHHBIX PAbOYUX MECT;

- yrpo3el  Oe3omacHocTH AaHHBIX,  obpabateiBaembix B UCI1/IH Ha
Oase 10KaIbHBIX HH(POPMAILMOHHBIX CHCTEM.

6.5. Ilo cnocoGam peanmsaiiu yrpos

[To ciocobam peanuzamun yrpos BbIACIAIOT CeAyIOLIME KIacChi yrpos:

- YTPO3bl, CBA3aHHBIC C HECAHKIMOHHPOBAHHEIM JlocTynoM k I1/[H (B ToM
HMCIIE YIPO3BI BHE/IPEHHUS BDEOHOCHBIX IPOTPAMM);

- yrpossl yreukH Il/ld mo Texmudeckum kaHanaMm yreuku HH(pOpMaIHK
(TKYH),

YIpO3bl CriennanbHbiX BosneicTeuit Ha MCIT/H.

6.6. Ilo BHIY Hapy1aeMoro CBOHCTBa HHboOpManuu
(HECAaHKLMOHMPOBAHHBIX  JCHCTBHI, OCYIIECTBISEMBIX ¢ IePCOHATBHBLIMH
JaHHBIMH )

ITo BHAy HecaHKUMOHMPOBAHHBIX OEHCTBHH, OCYNIECTBASEMBIX C
NEPCOHATBHBIMH IAHHBIMU, MOJKHO BBIAEIHTH CIEAYIOUIMH KIIACC YIpo3:

= YTPO3bl, TPHBOMALIME K HAPYWIEHHIO KoHOGHAeHumansHOCTH I[1/[H
(KOITMPOBAHUIO HITH HECAHKIIMOHHPOBAHHOMY PacIpOCTPaHEHHIO), MPH peaiM3aliuu
KOTOPbIX HE OCYIIECTBISIETCA HENOCPEACTBEHHOTO BO3/IEHCTBHS HA CONEP/KAHHE
undopmaumu;

= YTPO3bl, TPHBOAAIIME K HECAaHKIMOHMPOBAHHOMY BO3/CHCTBHIO Ha
coaepikaHue HHpOpMALMHM, B pesysibraTe KOTOPOrO NPOMCXONHT M3MEHEHHe
JI@aHHBIX MJIH X YHUYTOXEHHUE;

- YTPO3bl, TPHBOAslIHE K HECAHKIMOHHPOBAHHOMY BO3JICHCTBHIO Ha
NIPOTPaMMHBIE WJIM TpOrpaMMHoO-annapatHsie siaemenTsl MCII/IH, B pesynbrtare
KOTOpOro OCyLIeCTBAsAETCS OIOKHPOBAHKE NaHHBIX.

6.7. Tlo ucrmonb3yemoil ysS3BUMOCTH BBIAENSIOTCA CIIelytO1lHe KJIACChI
yIpos:

= YTPO3bl, peajiu3yeMble C HCMOJIb30BAaHHEM YA3BHMOCTH CHCTEMHOIO
nporpammtoro obecneuenus (I10);

- YIPO3bl, pealiu3yeMple C HCTIOIB30BAHMEM YSA3BUMOCTH NpykaagHoro [10:

- YIPO3Bl, BO3HHKAOUIME B pe3y]bTaTe HCHONB30BAHUA VA3BMMOCTH,
BbI3BaHHOM Hamwunem B UCT/lu anmapaThoii 3aknankus;

- YTPO3bl, peamu3yeMple C MCMONB30BAHHEM YS3BUMOCTEHW NPOTOKOJIOB
CETEBOro B3aMMOJECHCTBHSI U KAHAIIOB MEPeIayy JaHHBIX,

= YTPO3Bl, BO3HHMKAIOIIHE B pe3yJbTare WCIONb30BAHUS YA3BHMOCTH,
BbI3BAHHOH HEIOCTATKAMH OpraHM3alliH TeXHHYECKOH 3aIHThl MHQOPMAlMHU OT
HECaHKLIHOHUPOBAHHOTO JOCTYTIA;



©  YFPO3Bl,  peaiusyeMble €  HCMOIB30BAHHEM  YS3BHMOCTEH,
00yC/IOBINBAIOIINX HATHYHE TEXHHYECKMX KAHAIOB YT€YKH HH(pOpMALKU;

= YTPO3bl, pealli3yeMBbl€ C UCIIOIB30BAHHEM YSI3BUMOCTEI CPE/ICTB 3aHTh
HHPOPMALIHH.

6.8. Ilo o0bexTy BO3JEHCTBHS BBIACASIOTCS CJIEYIOLIHE KIACChl YTPO3:

- yrpossl 6esonacHoctu [1]1H, oGpabaTeiBaeMbIx Ha APM:

- yrpo3sl desonacHoctu I1]{H, 06pabaThiBaeMBIX B BBIIE/ICHHBIX cpeacTBax
obpaboTkn  (npuHTepax, MIOTTEpax, rpadonoCTPOUTENINX,  BbIHECEHHBIX
MOHHTOpaX, BUIEOTIPOCKTOPAX, CPEACTBAX 3BYKOBOCIPOH3BEACHHS  T.I1.);

- yrpossi Oezonacsocts IT/TH, nepefaBaeMbIX IO CETAM CBS3H;

- YIpO3bl  TIPHKNAAHBIM  [POTPamMMaM, €  TMOMOUIBIO  KOTOPBIX
obpabateiBatores [1/1H;

- Yrposet cuctemHoMmy [1O, ofecneunBaiomeMy (yHKIHOHMpOBaHHe
HUCITa.

7. XapakTepHCTHKA HCTOYNHKOB YIpo3 6e30nacHocTH NEePCOHANBLHBIX
aannbix B UCIIdn

7.1. B ornomenun UCIIJH MOryT CyllecTBOBATH TPU THIA MCTOYHHKOB
yrpos 6eszonacuoctyu I1/IH:

1. AHTpornorenHsle HCTOYHUKH yrpo3 Ge3onacrocti [1]14.

2. TexHoreHHele HCTOYHHKH Yrpo3 Gesonacnoctr IT][H.

3. CruxuiiHble HCTOYHHKH yrpo3 6ezomacHocty [T/IH.

7.1.1. AnTponorennbie HCTOYNHKH Yrpo3 Gezonacnoctn I/ .

B kayecTBe aHTPOMOreHHOro WCTOYHHKA yrpo3 st MCIT[a HeoOxomumo
paccMaTpuBath CyOBeKTa (JIMYHOCTB), HMMEIOIIEro CaHKIHOHWPOBAHHEBIH WJIH
HECaHKIHOHUPOBAHHBIH J0CTyn K pabore co mrartHeimu cpeactBamu WCIT/]n,
ACHCTBHA KOTOPOro MOTYT NPUBECTH K HAPYIICHUIO 6€30M1aCHOCTH NePCOHATBHBIX
JaHHbIX. AHTPOIIOreHHBIE HCTOYHHKH YTPO3 110 oTHomeHHo Kk MCIT/IH MOryT OBITh
KaK BHEIIHUMH, TaK H BHYTPEHHUMH

Cpe/tv BHEIUHHX aHTPONOTeHHBIX HCTOYHHKOB MOKHO BBIIENHTH CIIydaiiHbe
U MpeJIHaMEePEHHBIE HCTOYHHKH.

Cryvaiineie (HenpeaHaMepeHHBIE) MCTOYHHKH MOIYT HCIIONB30BaTh TaKHe
YA3BUMOCTH, Kak OLIMOKH, coBeplieHHble mpH npoekTupoBanun MCIIIu u ee
3TIEMECHTOB, OIIMOKM B MPOrpaMMHOM OOecIedeHWH; pa3iudHOro poaa cbou M
OTKa3kbl, NOBPEKACHUS, NposiBJsAeMble B HUCTIH. K TaKUM
MCTOYHHKAM MOJKHO OTHECTH IePCOHAN TMOCTaBLIMKOB Pa3jIMyHOrO POJa YCIyT,
NIEPCOHAN HAA30PHBIX OpraHH3aLlH | aBapUiHEIX cTyx0 u T.0. [eiicTBus (yrposs),
HCXOAslHe  OT  JIaHHBIX ~ MCTOYHMKOB,  COBEpLIAIOTCA 10  HE3HAHHIO,
HEBHHMATE/ILHOCTH HIIKH XAJIATHOCTH, U3 JIIOOOMBITCTBA, HO €3 371010 yMbicha.

IlpeanaMepeHHBle HCTOYHHKH NPOSBISIOTCS B KOPBICTHBIX YCTPEMICHHSX
HapymkTeneid. OCHOBHas 1e/b TAKHX HCTOYHHKOB - YMBIULICHHAS A€30PraHH3aLHs
paboThl, BeIBOA cHeTeM OpraHH3alMyi U3 CTPOS, UCKakeHHe HH(OPMALUH 3a CUer
NNPOHHUKHOBEHMUS B HUCTI/Ix IyTeM



HecaHKIIMOHHPOBAHHOIO J0CTyNa.

BHyTpeHHMMM WCTOYHHKaMH, KaK MpPaBuIIo, ABIAIOTCS CHELMATMCTRI B
06nacTH NpPOrpaMMHOro obecmeyeHns M TEXHHYECKHX CPe/CTB, B TOM HHCIC
CpeJICTB 3alMTH HH(OPMAIHH, HMEIOLUHE BO3MOKHOCTD HCTIOTB30BAHHS LITATHOTO
00OpYNOBaHHS M MPOrpaMMHO-TEXHHYECKHX CPeACTB UCITIH. K Takum
MCTOYHHKAM  MOXHO  OTHECTH  OCHOBHOM  MepcoHal, — npeicTaBureliel
cnyx0 6e301acHOCTH, BCIIOMOTraTeIbHbIH W TEXHWUYECKUH NEepCOHal.

J115 BHYTPEHHHX HCTOYHMKOB YTPO3 0C000€ MECTO 3aHMMAIOT yIPO3bl B BUAE
OIIMGOYHBIX ACHCTBHA M (MITH) Hapy eHuii TpeGoBanMii IKCILTy aTAHOHHOH 1 HMHOH
JIOKYMEHTAIHH coTpyAHHKaMH OpraHnsaluy, HMEOLIHX J0CTYIl K WP UCTTIH. K
NOJOOHBIM YIPO3aM, B YACTHOCTH, OTHOCATCS:

- HempeAyMBILUICHHOE MCKaXeHWe MIH yHanenue NporpamMMHbLIX
KOMITOHEHTOB;

- BHE/JIPEHHE U MCTIONB30BAHHE HEYUTEHHBIX MPOTPaMM;

- WrHOPHPOBaHWE OpPraHH3AIMOHHBIX OrpaHAYCHHH (yCTAHOBJCHHBIX
npasuin) npu pabore ¢ pecypcamu UCT1/l1, Bkmouas CpeACTBa 3allUTHI
undopmauuu. B yacTHOCTH:

- HapyIIeHWe TNpaBWl XpaHeHHs WH(pOpMaluH OTPaHHHuEHHOrO AOCTYMA,
MCIONB3YEMOM IPH DKCIUIyaTallMi CPE/ICTB 3allMTE unpopmanmu (KI04CBOH,
NaponabHOM ¥ ay TEHTHQUUMPYIOLIEH HH(OPMALHH );

- mpejocTaBieHHe TOCTOPOHHMM JIHIIAM BO3MOMKHOCTH JIOCTYNIA K
cpecTBaM 3alllMTH MH(OPMALMHK, 2 TaKKE K TCXHHYECKHM H NPOrpaMMHLIM
CpeACTBaM, CHOCOGHBIM TOBIHATh Ha BBINOJHEHHE NPEIBABIAEMBIX K CPEICTEAM
3aIIUTHl MHHGOPMalMHA TpeboBaHUH;

- HACTpOMKA 1 KOH(UIypHPOBaHHE CPE/ICTB 3alLHTHI uH(pOpMallKK,a TaKKe
TEXHHYECKHX M MPOTPAMMHBIX CPEJICTB, CMOCOOHBIX NOBJIMATL Ha BBINOJHEHHC
NpeIbABISEMBIX K CPEACTBAaM 3alIMThl HH(pOpMALHH TpeboBaHui, B HapylleHHe
HOPMATHBHBIX U TeXHUYECKHX JIOKYMCHTOB;

- necoobuierte o GakTax yTparhl, KOMIPOMETalMK KIFO4eBOH, naposibHOH
H ayTeHTHQHLMpYIOIIel MHpopMalnK, a TaKKe noboi apyroi HHQOpMALHA
OTPaHUYEHHOTO JOCTYTIA.

HauGosbIylo  OMNAcHOCTh TPEJACTABISIOT  NMpeAHAMEPEHHBIC  YTPO3bl,
HCXONAIINE KaK OT BHEIIHHX, TaK U OT BHY TPEHHHX aHTPOIOreHHbIX HCTOYHHKOB.

Heo6xoIuMOo paccMaTpyBaTh CIEAyHOLIIHe KIacChl TaKMX yrpo3:

- YIpO3bl, CBA3aHHEIE C NPeIHAMEPEHHBIMH JCHCTBHAMM JIHII, HMCIOLIHMH
poctyn k MCIIJIn, skmouas nomesoparesneiil MCII/H u mHbIX COTpYAHHKOB
NpeanpUATHS, PEATH3YIOMUMH YIPO3bl HENOCPEACTBEHHO B HCII = (BHYTpEHHHH
HapYLIMTENb);

- yrpo3bl, CBA3aHHble C TNpeJHAMEPEHHBIMH JICHCTBHAMM JIAL, He
umertonumu goctyna kK UCIT/IH v pean3yomyMu yrpo3bl U3 BHEITHHX ceTeH CBA3U
0BLIero MOB30OBAHMS WM ceTell MEeXIyHapoaHoro HHpopmamuonHoro obyeHa
(BHELIHUI HapyINTETb);

- Yrpo3bl, CBsSi3aHHblC C NpEJHAMEPEHHBIMH JCHCTBUAMHA JIHI, HE
nmerowuMu aoctyna Kk UCITIH 1 peanusyromumy yrposs! 110 TKYH.
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7.1.2. TexHOreHHBIE WCTOYHHKM YIPO3 HANpsIMyIO 3aBUCAT OT CBOMCTB
TeXHUKH. JlaHHBIE MCTOYHMKM TaKXe MOryT ObITb KaK BHEIIHWMH, TaK H
BHYTPEHHHMM.

K BHEMIHWM WCTOYHHKAM OTHOCATCS WH(MPACTPYKTYpHbIE 3JIEMEHTEI
WUCI1]{n: cpenctsa cBa3u (TenedOHHBIE THHUH, THHUU Nepeladu JaHHBIX U T.1L),
CETH MHIKEHEPHBIX KOMMYHHKalMi (BojlocHa0XeHHe, KaHanu3allys, OTONIeHne U
np.).

K BHYTpPEHHHM MCTOYHHMKAM OTHOCATCA HEKayeCTBEHHBIE TEXHHYECKHE M
NporpaMMHBIE€ CpejCTBa 00paboTKH MH(OPMAILIHH, BCIOMOrare/ibHbIE CpeacTBa
(oXpaHpl, curHajiusanuu, TenedoHMM), JApYyrMe  TEXHHYECKHEe  Cpe/CTBa,
npumensiembie B UCTT/IH, a Takxke Bpe/lOHOCHOE TporpaMMHoOe obecrieyeHue H
anmapaTHBIE 3aKJIa/1KH.

7.1.2. 1 AnnapaTHas 3aKJaKa.
AnnapaTHele 3aKJankd MOryT OBITh KOHCTPYKTMBHO BCTPOSHHBIMH M
aBTOHOMHbIMH.

ATmapaTHbie 3aKIa/IKM MOTYT Pealu30BaTh YIPO3bI:

- c6opa u naxonaenust [1/{H, o6pabateiBacmbix ¥ XpanuMbix B MCI1/1H;

- popmuposanus TKYH.

B culy OTMEUEHHBIX CBOMCTB annapaTHeIX 3aKIafokK d(QQexTHBHAs 3aIuTa
OT HUX MOXKeT OBITh 0OecreueHa TOIBKO 3a CYET TIIATENBHOTO YHeTa uX CrelupHKN
U COOTBETCTBYIOLIEH OPraHH3aLMH TEXHHYECKOH 3allMThl MH(QOPMALNH Ha BCEX
craguax xuznennoro nukita UCIT/ 1.

7.1.2.2. Hocurens BpeI0HOCHOH IIPOrpaMMbl

B kayectBe HocuTens BpenoHocHoit mnporpammel B MCIIJ/IH  moxeT
BBLICTYNATh ANMapaTHbIA IEMEHT CPEICTB BHIYMCIUTENBHON TeXHMKH U3 COCTaBa
UCIT/1a unum TTO, BEIMONHSIONIEE POITB TIPOTPAMMHOIO KOHTEHHEPA.

Eciu  Bpe[IOHOCHAas MNporpaMMa He acCOLMMpYeTcs ¢  KakoH-nubo
MPHUKTAZHON NporpaMMoii U3 coctasa cucTemuoro uiau obwmero [10 MCIT/Ix, B
Ka4eCcTBE €€ HOCHTEIS BBICTYNAlOT:

- BHEWHHWI MamuHHbIA (OTYY)KJaeMblii) HOCHTENb, T.€. JHCKETa,
ONITHYECKHH JAUCK, Na3epHbIH AUCK, (PI3II-TIAMATb, BHEIIHUH KECTKMA JUCK H T.IL.;

- BCTpOeHHbIE HOCHTENH HMHpopMamuMh (KECTKHE IHCKH, MHKPOCXEMBbI
OTepaTHBHON MAMATH, NPOLECCOP, MUKPOCXEMBI CHCTEMHOM TJIATEI, MUKPOCXEMEI
YCTpOHCTB, BCTpaMBaeMbiX B CHCTEMHBIH OIOK yCTpoWcTBa - BHICOAaNTepa,
CeTeBOii N/1aTel, YCTPOMCTB BBOJA/BBIBO/A U T.J1.)

- MHKpPOCX€Mbl BHEIIHHX YCTPOMCTB (MOHMTOpA, KJIaBHaTypbl, PUHTEPA,
IJI0TTEpa, CKaHepa ! T.1L.).

B ToM choydae, eciM BpeJOHOCHas TporpaMma MOXKeT —ObITh
npoacconupoaia ¢ cucremubiM Wi obmwmm [0, ¢ daiinavu pa3nu4yHOM
CTPYKTYPBI HWJIH C COOOLIEHHAMHM, MEpelaBaeMbIMHU [0 CeTH, TO €€ HOCHTEneM
ABAAIOTCS:

- nakeTs! nepeaapaeMsix 1o cetu MCTT/TH coobuieHnii;
- (haiinsl (McHOMIAEMBIE, TEKCTOBBIE, rpadUuecKue U T.11.).
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ITpH BO3HWKHOBEHHMH YIPO3 M3 JaHHOW IPYNNbI MOABIAETCS NOTEHUUATbHAS
BO3MOJKHOCTb HapylleHHMs KOH()HISHIHAIBbHOCTH, LEJOCTHOCTH, NOCTYITHOCTH M
APYIrHUX xapakrepucTHk 6e3onacHoctH [1/{H.

7.1.3. CTuxuitHble HCTOYHUKH yrpo3 Oe3onacHocTy [1/1x

CruxuiiHple HMCTOYHMKM YTpo3 OTaH4aercss OosnbluMM pasHooOpasveM H
HEMPeACKa3yeMOCTLIO M SIBISIIOTCS, Kak IIPaBHJIO, BHEIUHWMH TI0 OTHOLIEHHIO K
Opranuzanuu. [log HMMM, TIpeXJe BCEro, paccMaTpUBalOTCs pasUYHBIE
NPUPOAHBIE KAaTaKIM3Mbl: MNOXKAapbl, 3€MIETPACEHHs, YyparaHbl, HaBOAHEHMS.
BO3HUKHOBEHHE OTHX MCTOYHMKOB TPYJHO CIIPOTHO3MPOBaTb M UM TSKEJIO
POTUBOJCHCTBOBATD, HO  TpPH  HACTYIUICHWH 10 100HBIX coOBITHI
Hapymaetcs mratHoe (yHkimonrposanne camoit MCI1/In u ee cpejicTB 3aUIMTHl,
YTO MNOTCHUMAIBLHO MOXKET TPHUBECTM K HApyUIEHHI0 KOH(QHIEHIHANIbHOCTH,
LIEJIOCTHOCTH, JIOCTYITHOCTH ¥ JPYTHX XapakTepucTuk OesonacHoctu I1/1H.

3ammTa oT yrpo3, HCXOASIIMX OT TeXHOICHHbIX H CTHXHHHBIX HCTOYHHKOB
yrpo3 6ezonacnocty [1/1H, pernaMeHTHpYeTCS HHCTPYKUHAMH, pa3paboTaHHBIMH U
YTBEPKIEHHBIMH ONIEPaTOPOM ¢ ydeToM ocobennocteit sxcruryarauni MCT1/H.

8. Moaean HapyumuTeisi 0€30MaCHOCTH NEPCOHAIBHBIX IAHHBIX

AHanu3 BO3MOXKHOCTEH, KOTOPBIMH MOKeT 00lajaTe HapylHTeb,
NPOBONMUTCA B paMKaX MOJIE/IH HapyLIHTes.

[lpu paspaboTke Mozaenu HapyluTels 3adQUKCHpOBaHbl CleyIOlIne
MOJIOJKECHMSA:

1. Besonacnocts I1Ju B MCII/lH olecrieunBaercs cpejcTBaMH 3alIUThHI
unpopmanmu MCI1/JH, a Takke MCNONB3YEMBIMH B HHMX HHQOPMALMOHHBIMHU
TEXHOJOIUsIMHA, TeXHHYECKMMHU H NMpOrpaMMHBIMH Cpe/iCTBaMH,
YI0BJIETBOPAIOIMMH TPeOOBaHHSAM T10 3alliMTe HHOOPMALIHH, YCTaHABIHBACMBIM B
COOTBETCTBHH C 3aKoHOAaTeabcTBOM Poccuiickoi Meeparui;

2. CpencrBa 3aumthl wHpopMmaimu (C3HM) mTatHo (YHKUHMOHHPYIOT
COBMECTHO C TEXHHYECKMMHM M NPOrPaMMHBIMH CPEACTBaMH, KOTOPbIE€ CIIOCOOHBI
MOBIMSTH Ha BeINOHeHKE npeabsBageMbix kK C3U TpeboBanwii;

3. C3U He moryT obecrieduts 3amuTy I1J{H OT AeicTBHHA, BEINOIHACMBIX B
paMKax NpellocTaBleHHbIX CyObeKTy AelicTuil nomHomounii (Hanpumep, C3U ne
MoOkeT obecrnieunTh 3auMTy [1/[H OT pacKpbiTUsi JIMLIAMH, KOTOPLIM ITPEA0CTABICHO
NpaBo Ha JOCTYI K 9TUM JIaHHBIM).

8.1 Onucanue HapymIHTe €H

C TOYKH 3peHMs HAIHYHUS NpaBa MNOCTOSHHONO WIH PasoBOro JocTyna B
kouTponnpyemyto 3ony (K3) o6bextos pasmemernus UCI1/{H Bee pusnteckue mmima
MOTYT ObITh OTHECEHBI K CJIC/IYFOIIHUM JIByM KaTeropusim:

- kateropus | - mHa, He MMEIONIKE NpaBa J0CTyNa B KOHTPOIUPYEMYIO 30HY
MUCTT1x;

- kateropwus Il - mHia, UMeloNIHE TIPaBO J0CTYINA B KOHTPOJIHPYEMYO 30HY
UCTI/n.

Bce noreHIMaIBHBIC HapyUWHTEIH noapa3sacisitoTCa Ha:
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- BHEIIHUX HapyUIMTENeH, OCYNIECTBISIOUIMX aTakd MH3-3a npeaenon
KOHTpoJiMpyemoii 30851 MCIT/IH;

- BHYTPEHHHX HapyluMTeNeH, OCYUIeCTBNSIOIMX aTaKH, HaXomsch B
npejienax KouTpoaupyemoit 3ous UCI1/IH.

B kadecTBe BHeuHero HapymmTes KpOME JIHL Kareropuu | momxHb
paceMaTpuBarhCs TakKe MrLa kateropyun I, Haxonsumecs 3a npenesamu K3,

B otHowennu VICIT/{H B kauecTBe BHEIIHETO HapYIIMTEIAMU M3 YHCJIA JTHL
KaTeropuu I moryT BeicTynars:

- OBIBLIME cOTpyaHHKH OpraHu3aiun

- TOCTOpOHHHME JMLA, THITAIOIMECS TONYYHTh joctyn K [1Jlu B
HHHUILIHATUBHOM TOpsJIKe;

- IPEJICTABUTEIIU MPECTYHBIX OPraHu3alui.

BHeLWHAA HapyIIHTens MOKET OCYIIECTBISTS:

- TepexsaT o0pabaThIBaCMBIX TEXHHYECKHMH CpPeACTBAMH HUCI1ds T/
3acdeT uX yredku 1o TKYH ¢ ucnons3opanneM nopTaTHBHEIX, BO3HMBIX, HOCHMbIX,
a TAKIKC aBTOHOMHBIX aBTOMaTHYECKHX CPeJICTB Pa3BeJIKH CepHiiHOI pazpaGoTKH:

- JMACCTPYKTHBHBIC BO3/ICHCTBHS 4epe3 OJeMeHThl HH(OPMALMOHHOIN
uHppacTpykrypel MCI1/lH, koTtopsie B MPOLECCe CBOEro JXKU3HCHHOIO IIMKJIA
(MoziepHH3aLMs, CONPOBOK/JEHHE, PEMOHT, YTHIM3allMsi) OKasbLIBalOTCs  3a
npeaenamu K3;

- HECAaHKUMOHWPOBAHHBIM JIOCTYIl K HHGOPMAIMH C WCIIOIB3OBAHUEM
CHEHHATBHBIX NPOrpaMMHbLIX BO3AEHCTBHH IOCPEICTBOM MPOrPaMMBI BHPYCOB,
BPEIOHOCHBIX MIPOIPaMM, aJIFOPUTMHYECKHUX HITH POTPAMMHBIX 3aKJI4/10K;

- TepexBaT HH(OPMALMH, nepesaBaeMoil IO CeTsM CBS3H  0OIIEero
[I0/Ib30BaHHA MJIM KaHallaM CBA3M, HE 3ALUMLICHHBIM OT HECAHKIMOHHPOBAHHOTO
nocryna (HCJI) xk uEpopmanuy oprann3aniosHHo- TeXHUUYCCKHMA MepaMH;

- arakd Ha VICT1/T1 myTem peanusaumu yrpos yaneHHoro JloCTyTIA.

8.1.1. BuyTpenunuii napymmrens (nmua kareropuu II) moppasnensercs ua
BOCEMB Tpynm B 3aBUCHMOCTH OT crnocoba M MOJHOMOYMI JOoCTyna K
MH(OPMaLHOHHEIM pecypcam (MP) UCTT/I.

1. K nepsoii rpynme oTHOCATCS COTPYIHWKH NpeANpUsSTHH, He
ABNISAIOLIHECS 3apErHCTPUPOBAHHBIMH M10J1b30BATEIISIMH U HE JIOMyLIeHHbie K WP
HUCI1/lH, HO umeromme cankumoHHpoBanubli noctyn B K3. K aroif KaTeropuu
HapylIUTeNleli OTHOCATCS COTPYIHHMKHM Pa3IHYHBIX CTPYKTYPHBIX MOIpasjieseHuii
NpeanpHATHIA: JHEPreTHKH, CAHTeXHHKH, yOopiuirs,
COTPYAHUKH OXpaHbl H Jpyrue Iuna, obecrneunBaionlie HOPMalbHOE
(yHKUMOHMpPOBaHHE 0OBeKTa HPOPMATH3ALNH.

JIM10 naHHOM rpyIIEI MOKET:

- pacnonaraTe HMEHaMH H BECTH BbIsIBICHHE 11apOJIeH 3aperucTpHPOBAH HBIX
noas3oBareneit UCI1/H;

- H3MCHATH KOH(MIypaMIO TeXHMYECKHX CpeacTB obpaborku [1/1m,
BHOCHTB IporpamMmHo-annaparssle 3aknanku B [ITC UCIT/IH u obecnieunBaTs cheMm
MH(pOPMaLMM, HCHIONB3Ys HEMOCPEJCTBEHHOE MOAKIIOYEHHE K TeXHHUECKHM
cpeactsam obpaboTku uH(popMauu.
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2. Ko Bropoil rpynne OTHOCATCH 3aperHCTPHPOBAHHDLIC N0JI30BATENH
UCIT /I8, oCyLIeCTBAAIOMINE orpannuenssii noctyn k MP UCT1/I4 ¢ pabouero
mecTa. K 2T0ii Kateropu OTHOCATCS COTPYAHUKH NpeAnpUsTHIA, IMEIOLIHE NPaBo
noctyna K JiokanbHeiM P UCTIJ[H anst BBHINOTHEHHS CBOMX JOJUKHOCTHAIX
0053aHHOCTEH.

JIuno AaHHOW Ipy NIk

- 061anaeT BCceMH BO3MOKHOCTSAMM JIHIL 1EPBOH KaTeTOPHH;

- 3HaeT, 110 MEeHbILEeH Mepe, OJHO IerajbHoe HM I0CTYTa;

. objazaeT BCEMH HEOOXOAMMBIMH aTpHOyTaMH (HanpuMep, TapolieM),
obecrreunsarotam poctyn k UP MCIIx;

- pacniosaraet I1]1H, K KOTOPBIM MMeET HOCTYIL.

3. K Tperbeil rpymme OTHOCSTCA 3apeTrHCTPHPOBANHEIC 110J530BaTE/IH
noacuctem MCI1/IH, ocymiecTBIAIOMKE yaanenssiii goctyn k [T no TTOKAJIBHOH
cetn Oprauu3auuu.

JIno JaHHON rpyInbl:

- 0GazaeT BCEMH BO3MOKHOCTSIMH JIML] BTOPO#i KaTEropuH;

- pacnonaraer MHpopmauued O TONOJOTHH CETH UCITIa 4 cocraBe
texamnyeckux cpeacts UCTTIn;

- HMeeT BO3MOJKHOCTh MpsAMOro ((pH3MyecKoro) AOCTyna K OTASNLHBIM
rexanyeckum cpenctsam (TC) UCT1H.

4K uerBepTOif rpynmne OTHOCSTCS 3aperiCTpUpPOBAHHBIC MOJb30BaTEN
HCTI1/{a ¢ noJHOMOYMSMH aAMHHUCTPATOPA Ge30MacHOCTH CerMeHTa ((hparMeHTa)
UCITda.

JIuno JaHHOMN IpyIbi:

- obnajaer monmoil wuHpopmaumerd O CHCTEMHOM M NPHKJIAJIHOM
nporpaMMHOM 0ecneueHnH, UCT0Ib3yEMOM B cermente UCIL/IH;

. obnamaer monHON MHGpoOpmaumedi 0 TEXHMYECKMX CPCACTBax 51
koudurypanun cermenta MCIT/In;

- MMeeT JOCTYT K CPeJCTBaM 3allMThl HHOpMaluH H NPOTOKOJIHPOBAHHA,
a TaKKe K OT/Ie/IbHBIM JIEMEHTaM, UCNOJIb3yeMbIM B CETMEHTE UCTId#;

- MeeT JOCTYM KO BCeM TEXHHYCCKHM CPEJICTBAM CCrMEHTa UCT1/14;

- obnanaeT npaBaMu KOHQUIYpPHPOBAHUSA H aMUHACTPATUBHON HaCTPOHKH
HEKOTOPOro TIOJAMHOMKECTBA TEXHHYCCKAX CPEJICTB CETMEHTA UCTT/H.

5.K mnaToil Tpynie OTHOCATCHA 3apEerHCTPHPOBAHHBIC TOIB30BATENN C
[I0JIHOMOYMAMH CUCTEMHOIO aZMHWHHUCTPATOPA, BBITIOJIHSIOLLETO
KOHOUIypUpOBaHHE M  YNpPaBJICHHE  NPOrpaMMHBIM obecriedenueM U
oGopymoBaHueM, BKIOYas 00OpyJOBaHHe, OTBEHAIOUICE 3a 0e30MacHOCTh
3amMINAeMOro OOBEKTa: CPelCTBA MOHHTODHHIA, PE3€pBHOrO KOMUpOBAHMA,
AHTHBMPYCHOIO KOHTPOJIS, 3aLUTH OT HECAHKIMOHNPOBAHHOTO A0CTY na.

JIM1I0 JaHHOW IrPYTIIIbL:

- ob1a1aeT NoOJHON MH(OpMALIHEH O CHCTEMHOM, CIICIHAIBHOM H

npuknagHoM 1O, ncnons3yeMoM B UCT1 /1

- obnazaer nosHoit undopmanmeii 0 TC 1 KOHOUTYpaLHH NCTTu

- umeet goctyn ko sceM TC UCII/IH 1 1aHHBIM;
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- obnamaer TnpaBaMM KOHGUIypUpOBaHHA W - AAMAHMCTPATH BHOM
nactpoiiku TC UCTIQH.

6. K wmecroif rpymnmne OTHOCATCS 3aperuCTPUPOBAHHBIC 10JIb30BaTEIN
MCII[lH ¢ m[OJHOMOYHSMH aJMHHHCTPATOpa fezonacHocT  OpraHusaiui,
OTBEUAIONIEro 32 COGMOJEHHE NpPABHI PA3rPaHMuCHHs AOCTYMA, 33 reHepalmio
KIIOYEBBIX  DJIEMEHTOB, CMeHy  TapolieH, KpHIITOrpaguueckyro  3amuTy
undopmalmi. AJMWHHCTPATOP 6e30MacHOCTH  OCYILECTBISCT ayJIUT TeX KE
CpeICTB 3alIiThl 00BEKTa, YTO U CUCTEMHBIH aIMHHHCTPATOP.

JIM10 AAHHOH rpynnsl:

- o6anaer nosHoit urdopmauweii 06 UCITIu;

- IMeeT JOCTYMN K CPe/ICTBaM 3alllAThl WHGOPMALIWH H NPOTOKOIMPOBAHHA U
k yacti Kouessix anementos MCILH;

- He WMeeT [PaB JIOCTYTA K KOHPUTYPHPOBAHHIO TEXHHIECKHX Cpe/CTB CETH
33 HCK/IFOYCHHEM KOHTPOIBHBIX (MHCTICKIIHOHHBIX ).

7. K ceapmoii rpymme OTHOCATCA JMlia M3 HHCIA MPOrpaMMHCTOB —
pa3paboTUMKOB cTOpOHHEH Opranu3aliny, AB/SIEOIIHXCA noctasimkamu 10 u nnua,
oBecneUHBAIOLIHE ero COMPOBOKASHHE Ha OOBEKTE PA3MEIICHIA WUCI1/1H.

JIMI1IO IAHHOW rpyTIibIL:

- obnamaer wHdopmainueil o0 anropuTMax M TporpamMmax 00paboTKH
uH(pOpMaI1H B HUCI1/1x;

. obnanaeT BO3MOXKHOCTSIMH BHECEHHs OIIMOOK, HE/CKIapHpOBaHHBIX
BO3MOYKHOCTE, IPOIrPaMMHBIX 3aKJIajlOK, BPEJIOHOCHBIX IpOrpamMm B 1O UCITOn
Ha CTA/lHH ero pa3paboTKH, BHEAPEHHA H CONPOBOKACHHS,

- MoxeT pacrionarate moOBIMH (parMeHTaMH uadopmamn o TC
06paboTkH U 3alUTE HHPOpMAlUHK B NCT1 /8.

8. K BoCbMOIi rpymnmne OTHOCSATCS MePCoHAT, o6emysxusarowmit TC UCTTH,
a TaKKe NULa, 00ecTeuMBaoLIHe NOCTaBKY, CONPOBOKACHHE X PEMOHT TCUCT1 8.

JIn1o AaHHOU IPyTIIbL:

- 0bnanaeT BO3MOKHOCTSIMH BHECCHUS 3aK/IaZIOK B TC UCI1/1x Ha cTaguu MX
pa3paboTKH, BHEAPEHHS H CONPOBOKICHHS;

- MOJKeT pacrosiarath (parMeHTamMmu undopmaumu o ronosiorun UCILLH,
aBTOMATH3MpOBaHHBIX pabodmx MecTax, CcepBepax H KOMMYHHKaLHOHHOM
obopyoBanuy, a Takxke 0 TC 3aHTEI uadopmaunu B UCI/TH.

8.2 Ilpeamonozkennusi 0 BO3MOKHOCTSAX HAPYIIHTEIs!

Jlns mnojyueHMs HCXOAHBIX JaHHBIX O WCIJ/lz napywurens (xak 1
kaTeropu, Tak # Il kareropnn) MOKET OCYLUECTBIATE NEPEXBAT samppoBaHHON
WHGOPMAILMK ¥ MHBIX JAHHBIX, TIEPEIaBacMbIX N0 KaHA/IaM CBA3H ceTsM obiuero
0/1b30BAHHMS ¥ (MITH) CETAM MEKIyHapOIHOr0 HHGOPMALMOHHOTO obMeHa, a TaKKe
no nokanpHeiM cetsim UCITIn.

JTroGoif BHYTpEHHMH HapylIMTe]bh MOKET HMETh GH3MUeCKHi NOCTYNI K
JTMHMUSM CBA3M, CHCTEMAM DJIEKTPOIUTAHUS H 3a3EMIICHHIL.

ITpennonaraercs, ~ 4TO  BO3MOXKHOCTH  BHYTPCHHETO HapyLIHUTe/Is
CYIIIECTBEHHBIM 00pa3oM 3aBHCAT OT AelCTBYIOLIMX B Npeaeliax KOHTpPOJIMpYEMOH
3oub1 o6bexToB pasmentenus MCIIIH orpanuunTeNnBHBIX ¢paxKTopoB, U3 KOTOPLIX



14

OCHOBHBIMH SBJISIOTCS PSKMMHBIE MEPOIPUATHSA H OPraHU3alMOHHO-TEXHHYCCKHIC
Mepbl, HallpaBIeHHBIE Ha:

- NpeIOTBpALIeHHE H NpeceyeHne HECAHKIMOHHPOBAHHBIX neicTBAl,;

- no/i6op U PacCTaHOBKY KaJpOB;

- jomycK GW3MYECKHX ML B KOHTPOIMPYEMYIO 30HYy M K cpeacTBa
BBLIYMCIAHUTEIBHONW TEXHHKH]

- KOHTPOJIb 3a OPSAKOM MTPOBEACHUS pabor.

B cuiy 3TOro BHyTPEHHHI HapyIIHTE b HE AMEET BOIMOMKHOCTH MOJy4eHHs
crietmanbrbix 3Hanmii 0 UCIT/IH B o6beme, He0OX0IMMOM AUIS pellieHIs BOTIPOCOB
CO3/IaHMS ¥ TIPEOIONCHHUS CPeACTB 3auThl [1/IH, M HCKITIOHACTCA €ro BO3MOKHOCTh
10 CO3JAHMIO W NNPHMEHEHHMIO CIeHHANbHBIX NPOrPaMMHO-TCXHHYCCKHX CpeAcTB
peanu3aluy  LeICHANpPaBICHHBIX BO3NECHCTBHI [JaHHOIO  HapylWTens Ha
nojUTeXxalie 3ammre OOBEKTHl W OH MOKET OCYIUIECTBIATL TTOTILITKH
HecaHKIMOHMpoBaHHOTo jocTyna K WP ¢ HCMOJB30BAHMCM TOILKO IITATHBIX
MPOrpaMMHO-TEXHWUECKHX CPE/ICTB UCTI[1n 6e3 napylIeHUs X LeTOCTHOCTH.

B03MOKHOCTb CrOBOPA BHYTPEHHHX HapyLIMTENIeH MEKIy coboii, crosopa
BHYTPEHHEI0 Hapy LIUTeJIs C IEPCOHAIOM opraHu3aLiii-pazpaboTIHKOB MOACHCTEM
VCI1/{H, a Tak)Ke croBopa BHyTPEHHEr0 H  BHEIIHCrO HapyluuTeseil 10/KHa OBITh
JCKJIF0YeHa pHMEHEHMEM OpraHH3alHOHHO-TEXHHIECKHX H KaJpOBO-PEKMMHBIX
Mep, AeHCTBYIONHX Ha 00BeKTaX pasMeleHH NUCTIOn.

8.3 IpeanonoxeHus 00 HMEIOMMUXCSH Y HAPYIIHTENS CPEACTBAX aTak

[Tpeanonaraercss, 4TO HapyUIMTeNb HMeCT BCC HeoOXOonuMbIE  JUIA
NPOBE/IeHAs aTaK Mo JOCTYITHBIM €My KaHalaM aTaK CpeACTBa.

BHemHuii HapymuTels (1na kareropyu I, a TakKe JHIa KaTeropui II npu
HaxokneHuH 3a mpefenamd K3) Moxker HCnojb30BaTh CIEAYIOLIHE cpencTaa
JOCTYrA K 3aluiacMoi nndopmain:

- IOCTYTHbIE B CBOOOAHOI Mpo/iajke annapaTHele Cpe/CcTBa | IpOrpaMMHOE
obecrieyeHe, B TOM 4HC/JE€ NPOTPaMMHBIE M  annapatHele  KOMIOHEHTEI
KPHMIITOCPEICTB;

- CrenManbHO pa3paboTaHHble TEXHHYECKHE CPEACTBA M NpPOrpaMMHOE
obecrieyeHHe;

- CpeCTBa INepexsBaTa W aHaju3a HH(OPMAIIHOHHBIX TOTOKOB B KaHamax
CBSI3H;

- CHieLHaIbHble TEXHATECKHE CPe/ICTBA epeXBaTa HHGopMaLuH 1o TKVYH;

- mrarasie cpeacrsa WCITIH (Toneko B ciaydae HX PacnoloKeHud
sanpejaenamu K3).

BHyTpeHHHIl HapyluTelb AId A0CTyNa K 3ammiaeMoil  MHGOpMaIkH,
conepxamieii [1/[H, MOXKET HCNOIB30BaTh TOJIBKO IITATHLIC cpeactea CI1/x. Ipu
3TOM €r0 BO3MOXHOCTH NO HCINOAB30BAaHUIO IUTATHBIX CPEACTB 3aBUCAT OT
peamuzopanHbix B ICI1/H opraHu3allHOHHO- TEXHHUECKUX 1 PEiKH MHBIX MEP.

8.4. OnucanHe KAHAJIOB aTaK
Bo3MOHBIMH KaHAIAMH aTaK, KOTOPbIe MOXKET MCIOIL30BaTh HAPYLIHTETb
UTS OCTYTIA K 3aIiniaeMoi uHpopManuy B UCT1 /11, aBnstoTCA:
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. KaHalIbl HEMOCPEACTBEHHOIO I0CTYNa K OOBEKTY (BU3yalIbHO-ONTHYECKHH,
aKycTHYecKui, GU3HUECKUH);

_ 3JIEKTPOHHBIE HOCHTENTH HHPOPMALMH, B TOM YHCIE CHEMHDIC, CAAHHRIC B
DEMOHT U BhbILIEIINE U3 yNOoTpebnenus;

OyMaKHbIE HOCHTEIH HH()OPMALIHH,

mTaTHEE nporpaMmud-annaparaeie cpeactsa MCIIIi;

KabesIbHBbIE CHCTEeMbl M KOMMYTALMOHHOE 000pYy 10BaHHE, PACNO/I0KEHHBIC
B mpejieNiaX KOHTPOJMPYEMOii 30HbI H HE 3AIMILICHHLIC OT HCJ1 x undopmanuu
OpraHU3alMOHHO- TEXHHYECKHMU MEPAMH;

Hesanmmennsie kanans! cesasn; TKYH.

8.5. Tun HApYWIHTE/s NPH HCHIOIB30BAHHH B UCTIIn kpuntorpapuyeckKHx
CpPeACTB 3aHThI HHPOPMALHH

TIpu o6Mene nHpopmanueii mexay MCII/IH 1 BHELHUMH 10 OTHOILCHHIO K
MPeanpHaTHIO HHQOPMALHOHHBIMH  CHCTEMaMH HCOOXOAMMO HCNOJIB30BAaHHE
Cpe/ICTB KPUNTOrpahuuecKoi 3alHThl unpopmauuu (CK3H).

YpoBeHb  KpHNTOrpaQuyeckoi  3alldThl  TEPCOHATBHLIX JIaHHBIX,
obecneunsaemoiit CK3U, onpenensercs myTeM OTHECCHHUS Hapy LIHTCIA, NEeHCTBUAM
xotoporo no/mkHO npotuBocTonTs CK3H, K KOHKpeTHOMY THILY, I DasupyeTcs Ha
MOAXONAX, ONMcaHHbIX B «MeTOAHMYECKHMH PEKOMEHAAUMAMH 110 oDecrieyeHmIo ¢
OMOLIBIO KPUIITOCPENCTB 0e30macHOCTH [epCcoOHaIbHBIX
JaHHBIX NP HX 06paboTKe B HHPOPMAIMOHHBIX CHCTEMAX NEPCOHATLHBIX aHHbIX
¢ MCMO/Ib30BAHMEM CPEJICTB aBTOMATH3ALHH.

9. AKTyalbHble YIPo3bi 6€30NaCHOCTH NEPCONAIbHBIX JAHHLIX B
HHPOPMALHOHHBIX CHCTEMAX NEPCOHATBLHLIX AaHHbIX

JIng BLISBIEHMs W3 BCEro NepeyHs yrpos GezonacHocTH 1JIH akTyallbHBIX

s UCTTIa oLieHuBaloTCs 1Ba 110Ka3aTesis:
- yposeHb ucxonHo# samumenHocTH MCTTTn;
- yacTOTa (BEPOATHOCTB) Peall3allii PACCMaTPHBAEMOH YTPO3bl.

9.1. YpoBenb HCX0AHOH 3aIIHIICHHOCTH HH(OPMAIHOHHOH CHCTEMBI
1ePCOHANBHBIX JAHHBIX

Iox ypoBueM uexoanoii 3ammuierrnoctr MCIT/IH norumacTes 0600111eHHbIH
noKasaTesib, 3aBUCSIIUHA OT TEXHHYECKHMX M IKCIUTyaTallHOHHBLIX XapakTepUCTHK
WUCIIAu. TlepeueHb AaHHBIX XapakTePHUCTHK M NOKasarend 3allMIICHHOCTH
MCT1/ln, 3aBHCALIME OT HUX, MOKa3aHbl B Tabnuiie

9.2. IMoxasarenn, ornocsumuecs K Oprasuzanun Bblaejienbl JKHPHBIM
KYPCHBbIM.

Jlns ompejeleHHs WCXONHOW 3allMILIEHHOCTH UCIIJIH pomkHO OBITH
PacCYMTaHO TIPOLEHTHOE COOTHOLICHHE KaX/I0T0 yPOBHS 3aLIMIIEHHOCTH KO BCCM
XapaKTepUCTHKaM, UMEIOLIHM MeCTO Uis HUCITs.

Tadauna 9.1 - Tlokazarenn nexoauoii samnmennocrn HCT/n

l I
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TexHH4ECKHE H IKCILIYATAHOHHLIE XaPAKTePHCTHKH
UCTIdn

ITo meppumopuaibHomy pasmeuen o

noxanbHas (kamnycuas) UCI1/n, passepryTas B
npeaenax HCCKOIbKAX OH3KO0 Pacno/IOKCHHbBIX 3aaHUH

nokansHas UCIIJIH, pasBepHyTas B mpeAenax OAHOro
3laHAS

o Haauyio CoeOuneHun ¢ Cemamu 0oue2o
nOJAB3IOGAHUA

MCI1J{1, nMeromas MHOTOTO4EYHEIH BBIXO B CETh
o01iero nosnb30BaHus

MCT1/11, yMeomas 0AH0Toue LIl BRIXOI B CeTh obmmero
No/1L30BAHHA

WCT1/1s, du3ndecku OTACICHHAA OT CETH o0iero
M0J1h30BaHUA

ITo ecmpoenutbiym (1€2016HbIM) OREPAKUAM C SANUCAMU
RZERLV

YTEHHE, TOUCK

1aMHCh, VIATEHHE, COPTHPOBKA

Mo b HEKaNHd, TTepejlada

Ilo paszzpanuyuenuio 0ocnyna K nepcoHaibHbIM OUHHBIM

UCI1/IH, K KOTOpO# UMEET J0CTYT onpeaeneHunii
repeyeHb COTPY/IHHKOB OpraHH3alui, SBJIAIOLIHMCA
pranensuem UCIIH

UCTTJTH, K KOTOPOil HMEKT I0CTYIl BCC COTPYAHIKH
OprasH3alliH, ABISIONIECS BIa/IC/IBIEM

WUCII/IH ¢ OTKPHITBLIM JOCTYIOM

ITo nanuquio coedunenuii ¢ opyzumu vasamu IT7n urnvlx
HCII/n

Unrerpuposantas UCIIJIn (oprann3aliis HCHOIb3YyeT
geckopko 6a3 [1Jla MCTTH, npu 9TOM OpraiH3ains He
SBRAseTCs BIAjelbIeM BCeX Henoas3yembix 0a3 T171H)

WCITJIH, B KOTOPO# HCMIOJIL3YETCH 0/1Ha Gaza I/,
NPHHAUICKAIAS OPTAHH3ALHH - BIIAICbIlY JIAHHOM

UCTIn

Io yposrio 0bodbuerus (obeznuuusanun) I/

MCI1/IH, B KOTOPO# NPEAOCTARIACMBIE 10JL30BATENO
JIATHEBIE ABIAIOTCS 00C3IHYEHHbIMH

MCT1/Tx, B KOTOPOii AaHHBIC 00€31MYHBAIOTCH TOIBKO NPH
nepenaye B ApyTHe OpraHH3auy ¥ 00S3IMHHIIE] NPH
PEIOCTABICHHIO N0JIL30BATEINIO B OPraHH3aHH

WUCTI/IH, B KOTOPO#H TIPENOCTABIIEMbIE TOIb30BATEIIO
JIaHHBIE He ABJIAKOTCA 00e3IMYeHIBIMH

o oovemy ITAn, Konopsie npedocmasiIAOmCca
cmopounum noavzosamennm HCITIn bes
npedeapumensHoit 0opabomKu

WUCIT]Tn, npeaocTasisiomas Beio 6azy JaHHBIX ¢ I1/1u

UCT1/1x, npepocTasasiomas yacth [1/1H

WUCI1/IH, He npeaoCcTABISIONIME HHKAKOH HHdOpMalii

Koauuecmso pewenuil

Obuee KoAuuecmeo peiieHun
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[punrumaercs, uro MWCII/lH  umeer BLICOKHII YPOBEHb HCXOJHOH
sammenHocTy, ecnu He Menee 70% XapakTepHCTHK UCIT/IH cOOTBETCTBYHOT
YPOBHIO «BBICOKHI», @ OCTaNbHBIE YPOBHIO «CpeaHHI».

B ciyuae, eciin He MeHee 70% XapaKTepHCTHK UCTI/IH OTHOCHTCSA K YPOBHIO
«He HWXKe CpeaHero», a OCTaIbHbLIC K YPOBHIO «HHU3KHH», TO HCXO0/IHad
sammuieHHocTh MCIT/(H 6yaer cpe/iHero ypoBHs.

Bo Beex octanbhbix ciayuasx WCIIJH OyneT uMeTb HM3KHH ypOBCHB
3alIMLLIEHHOCTH.

Ucxonq U3 KPUTEPHEB OLICHKH, JIETIaeM BBIBOZ, 1TO HUCTTIu Opranusanuu
MMeeT HU3KUH YPOBEHb 3allIMIIEHHOCTH.

9.3. Onpenenenye akTyalbHBIX YIpo3 0e30nmacHOCTH TMEePCOHANbHBIX
NAHHBIX /UIS OICHKH YPOBHSA MCXOIHOW 3alIMIIEHHOCTH BBOMUTCH K02 PUIHEHT
HCXOIHOI 3amMIIeHHOCTH Y 1, KOTOphIH MOJKET NPHHHMATh 3HAYCHHIL:

0 - JIg BBICOKO} CTeMeHH HCXOTHOM 3allHIICHHOCTH,

5 - 1718 cpeaHei CTeneHH HCXOTHON 3allHIICHHOCTH;

10 — ;u1st HU3KO# CTeneHH HCXOMHOH 3alMILEHHOCTH.

CreAyroUHM NapaMeTpoM, HeOOXOAMMBIM VIS ONPEIeICHHA aKTyaJbHOCTH
yrpo3 6ezonacHoctd [1/lH, sBAACTCA HacToOTa (MMM BEpOSITHOCTH) pealH3alHy
YIpO3bl, O/ KOTOPO#i IOHUMACTCA onpee/eHHBIH SKCTIEPTHBIM My TEM N0Ka3aTellb,
XapakTepH3yHOIMii BEPOSTHOCT pealn3aluiu KOHKPETHOH yrpo3sl 6e3011acHOCTH

[1/1= a7 HCTTOn B peanbHbIX YCIIOBHSX ee
(yHKIMOHMpOBaHus.  BpoamTcs  ueThIpe  3HAUCHWA  TOrO nokasares,
0603HauaeMoro Kak Y?2:

MalOBEPOSTHO - OTCYTCTBYIOT ~OOBEKTHBHBIC —IPEANOCEUIKM  JUIA

OCYIIECTBIEHNS Yrpo3sl (HanpHMep, yrposa XHIICHHA HocHTeNeH MH(popMaLKH
JTUIAMM, HE WMEIONMMH JEeralbHOro O0CTyNa B IOMENICHHE, /1€ MOCACAHHUC
XpaHsTes);

HHU3Kasi BEPOSTHOCTD - 00BEKTHBHBIE NPEANOCHUIKHA JUIS peain3allini yrpospl
CYLIECTBYIOT, HO NPHHATHIE MEPhbl CYIICCTBEHHO 3aTPYAHSIOT €€ peanu3anHio
(HanpuMep, HCTIOb30BaHbl COOTBETCTBYIOIIHE CPE/ICTBA 3ALLHTEL uH(pOpMaIHH);

cpenmsis BEPOSTHOCTh - OOBEKTHBHbIC TNPEATIOCHUIKH Ui pealv3aiii
yrpo3bl CYIIECTBYIOT, HO TpPHHSATHIE MEpbl obecnievenna OesonacHocta I11H
HE10CTaTOYHBI,

BBICOKAS BEPOATHOCTD - OOBEKTUBHbIE NPE/UTOCHIIKH JUIA pealU3aliii
YIPO3BI CYLIECTBYIOT H MEpbl 110 00eCTIeEHHUIO HezonacHocTy [1/IH He IPHHATHL.

JlaHHEBI noka3aTe/ib IPUHUMAET CIIEAYIOIIHE 3HAYCHIA:

0 — 1St MaIOBEPOATHOM YIPO3bI;

2 - /11 HU3KOH BEPOSITHOCTH YTPO3bl;

5 — nasi cpenneit BepOsSTHOCTH YTPO3bl;

10 - Ju1s BBICOKOH BEpOSTHOCTH YTPO3bIL.

Hcnonb3ys 3HAYEHHs MPHUBEJCHHBIX BBILIC nokaszatenei Y1 mu Y2,
BEIUMC/ISeTCS  KO3D(DWIMEHT peajn3yeMOCTH  Yrpo3bl Y, onpejensembli
cootHowenueM Y = (Y1+Y2)/20.

B 3aBMCHMOCTH OT CBOEro 3HAUeHHs 5TOT KOIQOMUHEHT NpHHAMACT
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3HAYCHHA:

0 <Y <0,3 - peanv3yeMoCcTb yrpo3bl NPU3HACTCA HU3KOM;

0,3 <Y <0,6 - peani3yeMOCTb yrpo3bl MpH3HACTCS CPEaHeH; 06<Y<08-
peann3yeMoCTb YTpo3bl PH3HACTCA BBICOKOH;

Y > 0,8 - peanu3yeMoCTb yrpo3bl ripu3HaeTCsa O4eHb BBICOKOM.

JTanee jlaeTcs OLeHKa ONacHOCTH xasxnoit yrposst Il ans MUCT1/14. JlaHHas
OlIeHKA HOCHT JKCITepPTHBIH XapaxTep H ronydaeTcs IyTeM Onpoca SKCrepToB B
o6acTH 6e30nacHOCTH HH(OPMAIIHHL. JlaHHasi OLICHKA UMEeT TpH 3HaICHHA:

- Hu3Kas OMACHOCTh - €CIM peamusaiys yrposel MOJKEeT TIpMBECTH K
He3HAYNTETLHBIM HEraTHBHBIM NOCCACTBUSM s cyobexrTon TT1H;

- cpeauss OMacHOCTh - CCIH peanu3allis yrpo3bl MOXKCT NpUBECTH K
HeraTHBHBIM NOCIECACTBUAM AJIA cyonpexros [TH;

_ BBICOKas ONAcHOCTb - €CIH peanusauns yrposel MOJKET TIPHUBECTH K
3HAYMTEILHBIM HETATHBHBIM MTOC/IEJICTBUAM JUTA cyonexTon [1/1H.

[Tocae mpocyeTa BCeX nokaszaTte/iell MPOU3BOIAMTCA OLCHKA AKTYaJIbHOCTH
ka0l yrpos3nl 0e30nmacHOCTH [1/la npu ux obpaboTke B UCIT[IH ucxoast U3
MaTpHIIbl, IpUBEJCHHAA B tabnuoe 9.2.

Ta6numa 9.2 - MaTpHiia pacyeTa aKTyanbHOCTH yrpo3 0e30nacHOCTH I1/Tn

Peaan3yeMoctb [okazarelb ONACHOCTH YIPO3bl |
yTpo3bI Huszkan Cpeansst Bricoxkasi
Hwuzkas HeakrTyannLHaa HeakTyaiaLHas aKryanbHasa
Cpeanss peakTyannLHas aKTyanbHas aKTyanbHas
Buicokas AKTYAJIbHAA aKTyalbHasd aKryanbias
QueHb AKTya/IbHas aKTVATbHAS aKTyanbHas

Ha ocHOBAaHAM TIONOKEHHH MOJIETIH YTPO3, MOACTH HapyIIMTeNs, JaHHBIX
06 MCXONHON 3allHIIEHHOCTH UCTE (Y1), xoabduumenTe peanu3yeMoCTH
yrpo3nl (Y), BEPOSTHOCTH €€ peasiu3aliu (Y2), a Takke 9KCIEPTHOH OLICHKH
ONACHOCTH YTPO3bl, ONpeefercss akTyalbHOCTh KaKIoi yrpo3sl 0e30nacHOCTH
111, 0OpabaThiBaeMBIX B WCTI/1x. (Ta6mna 9.3)

Tabmmua 9.3 - AKTyaIbHOCTh YIPO3 6ezonacroct T1/1H

Vrpo3a 6e300acHOCTH BepoatrocTs | KoaduuueHT Oienka Ouenka
peaTH3aliy | Peann3yeMOCT OMacHoOCTH | aKTYaIbHOCTH
yrpo3sl ¥ YTPO3bl YIPO3bl yIPO3bl
PasrnaiicHue, nepeiada
HM yTpara arpaOyToB
pzr;rg:s HYEH nl:I n(zrmyna K : 0.75 pRs aKTyanbHad
HCILTH
HapyeHue npaBH.1
XpaHeiis aTpuoyTos 5 0,75 HH3Kas aKkTyaIbHas
pasrpaHHyeHUs A0CTyna K
HUCTI 1
Hecoobmenue o paxrax
10 1,0 BBICOKas aKTyaipHas
yTpaThl, KOMIIPOMETAUHH
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arpuOyTOB pa3rpaHHyCHNA
noctyna Kk UCTIH

Buempenue areHTOB B
gHCIIO NEPCOHANA CHCTEMBI

0.5

BBLICOKA

aKkTyaibHas

HecaHKIIHOHHPOBAHHbIH
3anycK  TEXHONOMHUECKHX
[IPOrpaMM, CIOCOOHEIX NPH
HEKOMIICTEHTHOM
HCIOMB30BaHHA

BLI3HIBATH MOTEPIO paboTo-
c1ocOOHOCTH CHCTEMBI HJIH
OCYLIECTBIAAOMNX
HeoOpaTHMBIC H3MCHEHHUS B
cucreme (dopmMaTHpOBAHHC
HIM  PeCTPYKTYpPH3alIHIO
pocureneit  undopMaluy,
yaajieHHe JaHHBIX ¥ T.01.)

0.6

BhICOKaA

aKlyaibias

Broa omub0uHbIX AaHHBIX

10

1.0

HH3Kasn

aKTyanbHas

JeitcTensg COTPYAHUKOB,
NpUBOAALIAE K HaCTHHHOMY
WM NONHOMY OTKa3y CHCTEMbI
Wi  Hapylewuio paboto-
cnocOOHOCTH annapaTHLIX HIH
NpOrpaMMHbIX CPEacts

N

0,75

BbICOKAA

aKTyaabHas

WrHopupoeaiive
Oprasu3aLoHHBIX
orpaHMueHHi
(yCTaHOBNEHHBIX NPaBUIT) NPH
paGore ¢ 1)1

cpeaHss

axTyanbHas

Du3HIECKOe paspyluenHe
WIH BbLIBOJ W3 CTPOS BCCX WIH
oTaenbHbIX Hanboiice BaKHbIX
xomnorentos UCT1/IH

0,5

BBICOKaA

akTyanbHas

BakyIku HECOBEPINEHHBIX,
yCTapeBIIiX HIH
HENICPCHEKTHBHBIX  CPEACTB
nHpopMaTH3ALHH H
WHGMOPMALMOHHBIX
TEXHOON L

0,5

HH3Kasn

HeakTyanbHas

Xuinenue HocHTeneH
wHpOpMaLUMH,  COaepAKaLMX

[§011

0.6

BLICOKASA

aKTyasbHas

To e, BHELHHI HapylyTelb

0.6

BbICOKaA

aKTyarbHas

HezakoHHOE NOMy4eHHe
napoei H Apyrux
PCKBH3MTOB Pa3rpaHHueHuUA
aoctyna k UCT1n

0,75

CpeJHAR

aKTyaJbHas

To e, BHELHHH HAPYIUHTEND

0.6

cpelHast

aKTyanbHas

HecaHKUMOHHPOBAHHARA
MoAMQHUKAIAA NPOTPAMMHOre
obecneyecHus

0,75

BBICOKas

aKTyanbHas

To e, BHCIIHHA HAPYLIMTCTb

0,6

BBICOKAA

aKTyaJsbHan

Tlepexear ML
nepeaBacMbiX TIO KaHanaM

0.5

BBICOKaA

akTyajbHas
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i

To e, BHELLITHA HaApYUTHTETbh 0 0.5 BRICOKAA aKkTyaJbHad
HecaHKUHOHHPOBAHHOE
KonMpoBaHHe HocuTeneH 5 0,75 cpe/Has akTyaibHas
unicpopmaumn ¢ 171
To e, BHEHHAA HAPYLUIHTEIb 2 0.6 cpeaHas aKTyanbHas
Yrenne 0CTATOYHOM
undopMauuH 13 OnepaTHBHOMH 0 0.5
NAaMATH W C BHCILIHHX 2
3aNOMHMHAIOIMX YCTPOHCTE
To e, BHELIHHH HapylIHTC/b 0 0.5 HH3Kad peakTyanbHas
HenpeaHaMepeHHOe
3apakeHne KOMNbIoTepa 5 0.75 HU3Kas aKTyansHas
BUPYCAMH
[lpeanaMepeHHOe
3apaKeHHE KOMMbIOTEPA 10 1,0 HU3KaA aKTyabHad
BUPYCAMH

BMewatesbeTBO B nipouecc
(YHKIIMOHHPOBAHHA UCIdu ,
ceTeii 001Eero noaL30BaHHa ¢ 5 0.75
LEebIO ’
HECAHKIMOHMPOBAHHOM
moardhHKAHH JIaHHBIX
To e, BHCIIHWIH HApyWHTEb 2 0.6 BHICOKAA aKTyanbHas
HecaHKuHOHHPOBAHHOE
BHE/IPEHHME 1 NCTIO/IB30BAHHE
HeYUTEHHBIX NPOIpamMy, He
ABIHFOLMXCA HEOOXOAHMBIMH 10 1.0 cpeaHasn akTyajabHas
JU1A BRITIOJHEHUS
COTPYAHHKAMH CBOHX
cayxeOHbIX obszanHOCTCH

HHA3Kad yeakTyanbHas

BBICOKAA aKTyananHaa

To e, BHELHHIT HAPYLIWTEhL 5 0.75 cpe/HAA aKTyansbHas
HeympiinenHoe
NOBPEAKIACHHSA BHELIHUX 2 0,6 HU3KasA HeaKTya/lbHas

kaOebHBLIX CHCTEM CBA3H
BO3HHKHOBEHHE M0OKapoR B
HenocpeaAcTBeHHOH BIH30CTH
K

(EHMUAM, B KOTOPBIX
obpabaTbiBaloTCs Man
apxusawm [1]] peayisTare
HEUCTIPABHOH
INEKTPONPOBOIKH,
HEHUCTIPABHBIX

TeXHUYECKHX CPE/CTE,
HapyIeHUs

COTPY/AHUKAMH 1PaBH.1
NPOTHBONOXKAPHOH
(5e3011aCHOCTH.

PaspylueHne 31aHHHA,
OTAENBHBIX TIOMELICHUH
BozzelicTane aTMOCEpHOIoO
INEKTPHYECTBA
Bo3HUKHOBCHHE CTMXHIHBIX
ouyaroe noxapos

Apapuu B cHCTEMax 5 0,75 HH3Kas aKTyainHasa

2 0,6 BBICOKAR aKTyasbHas

0 0,5 BHICOKas aKTyanbHaa

5 0,75 HW3Kas aKTyanbHas

2 0.6 HH3KasA HEaKTyalbHasd
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INEKTPONMHTAHHA

HapyuieHue TemnepaTypHoro
PEXHMA B IOMEILCHHSX C
KPHTHYECKHM 000py0BaHHEM
pe3yabTaTe HeUCIIPABHOCTH
CHCTEM KOHIHIIHOHHPOBaHHUS

0,75

cpeaHasn

aKTya/ibHaA

ABapHH B CHCTEMAX
OTOILICHHA H BOJLOCHAOKEHHA
B HETOCPEICTREHHOH
OAM30CTH K [IOMCIIICHHSM, B
KOTOpBIX oOpabarpiBaioTes
TTJT v apxuram I1/]

0,75

cpeanss

aKTyanbHas




